
BIP-39 Mnemonic Phrase Tool

Determining which wallet software to use
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BIP-39 Mnemonic Phrase Tool

Law Enforcement tool.

1. Creates a Seedbased on the mnemonic word list 
provided.

2. Derives keys and addresses along different 
derivation paths.

3. Verifies on the blockchain to see if derived 
addresses have been used.

4. Based on the results, the tool provides a list of 
possible wallets with the appropriate derivations 
paths.
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BIP-39 Mnemonic Phrase Tool

• Online web page may be used (less secure)
• Tool may be downloaded (more secure)
• May be used with seed word lists which are written 

in different languages
• Advanced options are available in the downloadable 

tool.
• Only suggests wallets – they may not be the actual 

wallet which the suspect used.
• Some wallets may use the correct BTC derivation 

path, but not the correct ETH one.

https://cryptotools.nl/4ce35eb2e285eceaf0ef20f1b68aa4f8/tool/ 

https://cryptotools.nl/4ce35eb2e285eceaf0ef20f1b68aa4f8/tool/
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Online Version

https://cryptotools.nl/4ce35eb2e285eceaf0ef20f1b68aa4f8/tool/ 

https://cryptotools.nl/4ce35eb2e285eceaf0ef20f1b68aa4f8/tool/
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Use

• Enter the Mnemonic Phrase – i.e. the seed word list 
for the suspect’s wallet.

• You don’t need to worry about Passphrases, Index 
severity, or Account severity.

• Make sure Check addresses online is ticked if you 
want the tool to verify online whether the wallets it is 
suggesting contain cryptocurrency.  
• The tool will reach out to blockchain explorers and 

attempt to discover assets held by the addresses that 
it generates.

• Click the Green CHECK button.



UNCLASSIFIED - NON CLASSIFIÉ

6

You will receive an error message if you 
enter an invalid seed word list
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Look for the green tick marks
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Results

• Coin identifies which coins have been discovered.

• Type identifies the address type (P2PKH, SegWit, 
etc.).

• Derivation path identifies the path which was used 
to derive subkeys.

• Address identifies the first address which was 
generated when the wallet was created.

• Used by indicates possible wallets which can be 
used to recreate the suspect’s wallet.
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Results (cont.)

• Is used indicates whether the wallet type was used 
and contains coins.
• A green circle with a tick mark indicates that it was 

used. 

• Full wallet indicates there are details available on 
how many coins are in the wallet.

• Identify a green tick and click on the wallet icon 
beside it to obtain and export details.
• You will the need to click on the blue Generate all 

addresses button to see the available info.
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Attempt to recreate the suspect’s wallet 
using the suggested software

• If more than one coin is discovered, you may want 
to select a wallet that appears for both coins.
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Exportable data

• Chainalysis custom cluster: a JSON file with the 
discovered cluster.  This can be directly imported 
into Chainalysis Reactor for tracing and analysis.

• All addresses: a txt file containing all the addresses 
which were discovered by the tool.

• All receive addresses: a txt file containing all the 
receiving addresses discovered by the tool.

• All private keys: a txt file containing the private 
keys for the addresses discovered by the tool.
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Chainalysis custom cluster JSON file
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Caution!

• Don’t trust the tool when it comes to the 
exportable files containing addresses and keys (it 
doesn’t always generate them).

• Recreate the suspect’s wallet by trying out 
different suggested wallets.  Once you have done 
this you can seize any coins available and/or export 
any log files generated by the wallet. 

• The suggested wallet may not be the one that 
the suspect used.
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BIP39 Mnemonic Phrase Tool
Exercise

• You locate the following 
seed word list during a 
search.

• Identify wallets which 
you could use in order to 
gain access to the 
suspect’s funds.

1. regret 

2. earn 

3. clerk 

4. ginger 

5. future 

6. cook 

7. million 

8. sudden 

9. bag 

10. bird 

11. prefer 

12. spot



UNCLASSIFIED - NON CLASSIFIÉ

17


	BIP-39 Mnemonic Phrase Tool
	BIP-39 Mnemonic Phrase Tool (2)
	BIP-39 Mnemonic Phrase Tool (3)
	Online Version
	Use
	You will receive an error message if you enter an invalid seed
	Look for the green tick marks
	Results
	Results (cont.)
	Attempt to recreate the suspect’s wallet using the suggested so
	Diapositiva 11
	Exportable data
	Diapositiva 13
	Chainalysis custom cluster JSON file
	Caution!
	BIP39 Mnemonic Phrase Tool Exercise
	Diapositiva 17

